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My role in Shell sits under Projects & Technology in research and development. More
specifically, | work in the Fuels Technology department where | support the electric mobility
team within Future Portfolio and Tech Maturation.

| have been involved in several projects surrounding the 1SO 15118 charging communication
standard.

= Conducting market research into the AC chargers offer ISO 15118 Plug & Charge .

= Establishing ISO 15118 communication between two Raspberry Pi computers, using the RISE
V2G software, in order to perform a virtual Plug & Charge session.

= Acting as a technical consultant in the area of the Plug and Charge feature and the related

ecosystem, to advise on how to implement this technology into Shell's existing systems
What is E-Mobility?
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Electric Mobility (E-mobility) is the integration of electric vehicles (EVs) into the automotive and
energy sectors.
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3 EV Charging Plugs and Standards

Common Charging Plugs

Type 1 (CCS)  Type 2 (CCS) GB-T Combo 2 (CCS) CHAdeMO Tesla SC

Europe
Y

|
Power: AC (Slow < 50 kW)

Charging Time: 4 - 10 Hours

| China | |

|
Power: DC (Fast 50 - 350 kW)

Charging Time < I Hour

L US

Charging Standards

Each plug type must meet a set of technical requirements so that all plugs produced by
different manufacturers are standardised. A charging standard defines these technical
requirements. An example of a charging standard is the Combined Charging System (CCS).
Charging Communication Standards

Every charging standard has an associated communication standard, which outlines the
messaging sequence between the EV and the charger.

CCS has two associated communication standards:

= Base signalling - Performed via pulse width modulation (PWM]) over the control pilot
[CP) wire according to the IEC 618511 standard.

= High level communication - Performed via powerline communication (PLC) over the CP
to transfer more complex information. High-level communication is based on the standard
DIN SPEC 70121 or ISO 15118.
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What is ISO 15"8?

” ISO 1511

E|ectnc \/eh\de Charge Post

= ISO 15118 is an international standard that defines the digital communication protocol
between an EV and a charger with a CCS plug.

= It allows for automatic authentication, authorisation and billing, resulting in a frictionless
charging experience, known as ‘Plug & Charge'.

= SO 15118 also enables the integration of EVs into a smart grid, allowing EVs to provide
grid services and support the growing supply of renewable energy.

Future Features (2020)

= Plug & Charge - Reduces User Friction = Enables Wireless Power Transfer
= Enhanced Security - Public Key Cryptography = Bidirectional Power Transfer
= Enables Smart Charging

Current Features

Normal Charging
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9 Charging Session Starts
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o Park and Plug in
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1SO 15118 Plug & Charge
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Secure Authorisation, Authentication

your vehicle

and Billing occurs automatically
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How Does Plug & Charge Work?

The PKIl in ISO 15118 Plug & Charge - A Network of Trust

Charge Post Operator (CPO)

Operates charge posts via backend
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contract certificate for Plug & Charge

= A PKlis a hierarchical structure, composed of
entities called certificate authorities (CAs), who
create, store and distribute digital certificates.

= A digital certificate verifies that a public key
belongs to an authorized entity.

= AV2G root CA'is the trust anchor which means
that all members in the PKI must consider the
V2G root CA as a trusted entity.

= A private key can be used to create a digital
signature. Another entity can then use the
public key of a signing body to verify that the
signature was created with their private key.

Digital Certificate

Uses CA2 Public Key

X.509 Certificate oy S

Issuer Name
Certificate Validity
Owner Name
Leaf Certificate

Owner Public Key

Issuer Signature

Issued and Signed
by CA2
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Public and Private Keys

Public Key  Mathematically linked ~ Private Key
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Digital Signatures

Signer's Private Key Signer’s Public Key
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Certificate Chains — A Trust Chain
Uses CA-l Public Key

Uses Root CA Public

to verify Signature Key to verify Signature
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CA Certificate  Root CA Certificate

Issued and Signed
by CA-l

Issued and Signed
by Root CA

Who has the Certificates?

Contract
Certificate

VAS el E\ectnc \/eh\cle
Certificate

\SO 18

SECC leaf
Certificate
CPO
Certificates
V2G Root
Charge Post D Certificate

o Forming Trust between the EV and Charge Post with a TLS Handshake
Charge Post sends the EV its SECC Leaf

EV verifies signatures — Certificate and CPO CA Certificates.
up to pre-installed D D

V2G Root Certificate.
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Electric Vehicle

A secure Transport
Layer Security (TLS)
connection can be
established between
the EV and the
Charge Post.

Charge Post

9 Checking the Contract Certificate to allow the EV to Charge

The contract
certificate allows

EV sends the Charge Post its Contract
Certificate and the MO CA Certificates.

The Charge Post

N M verifies Signatures
D D D up to pre-installed
V2G Root

the EV driver to
be billed for the 1SO 1
charging session
by their Mobility

Operator (MO). .
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e Start Charging Session

_

Certificate.

The Charge Post
then checks with
MO to see if the
contract certificate
is valid.

Charge Post

If the TLS Handshake is successful and the contract certificate is valid, the EV can begin a charging session

where the billing will occur automatically.
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